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Unit – II Data Link Layer

The data link layer transforms the physical layer, a raw transmission facility, to a link responsible 
for node-to-node (hop-to-hop) communication. Specific responsibilities of the data link layer 
include framing, addressing, flow control, error control, and media access control.

The data link layer divides the stream of bits received from the network layer into manageable 
data units called frames. The data link layer adds a header to the frame to define the addresses of 
the sender and receiver of the frame.

FRAMING

The data link layer, on the other hand, needs to pack bits into frames, so that each frame is 
distinguishable from another.

Framing in the data link layer separates a message from one source to a destination, or from other 
messages to other destinations, by adding a sender address and a destination address. The 
destination address defines where the packet is to go; the sender address helps the recipient 
acknowledge the receipt.

Fixed-Size Framing

Frames can be of fixed or variable size. In fixed-size framing, there is no need for defining the 
boundaries of the frames; the size itself can be used as a delimiter.

Variable-Size Framing

In variable-size framing, we need a way to define the end of the frame and the beginning of the 
next.

There are two approaches used for this purpose:
1. A character-oriented approach  
2. A bit-oriented approach.

Character-Oriented Protocols:

In a character-oriented protocol, data to be carried are 8-bit characters from a coding system such 
as ASCII. The header, which normally carries the source and destination addresses and other 
control information, and the trailer, which carries error detection or error correction redundant 
bits, are also multiples of 8 bits.
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To separate one frame from the next, an 8-bit (I-byte) flag is added at the beginning and the end of 
a frame. The flag, composed of protocol-dependent special characters, signals the start or end of a 
frame.

Character-oriented framing was popular when only text was exchanged by the data link layers. 
The flag could be selected to be any character not used for text communication.

Any pattern used for the flag could also be part of the information. If this happens, the receiver, 
when it encounters this pattern in the middle of the data, thinks it has reached the end of the 
frame. To fix this problem, a byte-stuffing strategy was added to character-oriented framing. In 
byte stuffing (or character stuffing), a special byte is added to the data section of the frame when 
there is a character with the same pattern as the flag. The data section is stuffed with an extra 
byte. This byte is usually called the escape character (ESC), which has a predefined bit pattern. 
Whenever the receiver encounters the ESC character, it removes it from the data section and 
treats the next character as data, not a delimiting flag.

Byte stuffing by the escape character allows the presence of the flag in the data section of the 
frame, but it creates another problem. What happens if the text contains one or more escape 
characters followed by a flag? The receiver removes the escape character, but keeps the flag, 
which is incorrectly interpreted as the end of the frame. To solve this problem, the escape 
characters that are part of the text must also be marked by another escape character. In other 
words, if the escape character is part of the text, an extra one is added to show that the second one 
is part of the text.
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Byte stuffing is the process of adding 1 extra byte whenever there is a flag or escape 
character in the text.

Bit-Oriented Protocols

In a bit-oriented protocol, the data section of a frame is a sequence of bits to be interpreted by the 
upper layer as text, graphic, audio, video, and so on.

However, in addition to headers (and possible trailers), we still need a delimiter to separate one 
frame from the other. Most protocols use a special 8-bit pattern flag 01111110 as the delimiter to
define the beginning and the end of the frame.

Bit stuffing is the process of adding one extra 0 whenever five consecutive 1’s follow a 0 in 
the data, so that the receiver does not mistake the pattern 0111110 for a flag.
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Error Detection and Correction

Data can be corrupted during transmission. Some applications require that errors be detected and 
corrected.

Types of Errors

Whenever bits flow from one point to another, they are subject to unpredictable changes because 
of interference. This interference can change the shape of the signal.
In a single-bit error, a 0 is changed to a 1 or a 1 to a 0. In a burst error, multiple bits are changed.

Single-Bit Error
The term single-bit error means that only 1 bit of a given data unit (such as a byte, character, or 
packet) is changed from 1 to 0 or from 0 to 1.

In a single-bit error, only 1 bit in the data unit has changed.
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Burst Error:
A burst error means that 2 or more bits in the data unit have changed.

Redundancy
The central concept in detecting or correcting errors is redundancy. To be able to detect or correct 
errors, we need to send some extra bits with our data. These redundant bits are added by the 
sender and removed by the receiver. Their presence allows the receiver to detect or correct 
corrupted bits.
To detect or correct errors, we need to send extra (redundant) bits with data.

Detection Versus Correction

The correction of errors is more difficult than the detection. In error detection, we are looking 
only to see if any error has occurred. The answer is a simple yes or no. We are not even interested 
in the number of errors. A single-bit error is the same for us as a burst error.

In error correction, we need to know the exact number of bits that are corrupted and more 
importantly, their location in the message. The number of the errors and the size of the message 
are important factors. If we need to correct one single error in an 8-bit data unit, we need to 
consider eight possible error locations; if we need to correct two errors in a data unit of the same 
size, we need to consider 28 possibilities. You can imagine the receiver's difficulty in finding 10 
errors in a data unit of 1000 bits.

Forward Error Correction Versus Retransmission
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There are two main methods of error correction. Forward error correction is the process in which 
the receiver tries to guess the message by using redundant bits. This is possible, if the number of 
errors is small. 
Correction by retransmission is a technique in which the receiver detects the occurrence of an 
error and asks the sender to resend the message. Resending is repeated until a message arrives 
that the receiver believes is error-free (usually, not all errors can be detected).

LINEAR BLOCK CODES
In a linear block code, the exclusive OR (XOR) of any two valid code-words creates another valid 
codeword.

Simple Parity-Check Code:

In this code, a k-bit dataword is changed to an n-bit codeword where n = k + 1. The extra bit, called 
the parity bit, is selected to make the total number of 1s in the codeword even.

Table 10.3 is also a parity-check code with k = 4 and n = 5.

The encoder uses a generator that takes a copy of a 4-bit dataword (a0, a1 , a2 and a3) and 
generates a parity bit r0 The dataword bits and the parity bit create the 5-bit codeword. The parity 
bit that is added makes the number of 1s in the codeword even.

This is normally done by adding the 4 bits of the dataword (modulo-2); the result is the parity bit.

 In other words,

If the number of 1s is even, the result is 0; if the number of 1s is odd, the result is 1. In both cases, 
the total number of 1s in the codeword is even.
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The sender sends the codeword which may be corrupted during transmission. The receiver 
receives a 5-bit word. The checker at the receiver does the same thing as the generator in the 
sender with one exception: The addition is done over all 5 bits. The result, which is called the 
syndrome, is just 1 bit. The syndrome is 0 when the number of 1s in the received codeword is 
even; otherwise, it is 1.
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The syndrome is passed to the decision logic analyzer. If the syndrome is 0, there is no error in the 
received codeword; the data portion of the received codeword is accepted as the dataword; if the 
syndrome is 1, the data portion of the received codeword is discarded.
The dataword is not created.

A simple parity-check code can detect an odd number of errors.

A better approach is the two-dimensional parity check. In this method, the dataword is organized 
in a table (rows and columns). In Figure 10.11, the data to be sent, five 7-bit bytes, are put in 
separate rows. For each row and each column, 1 parity-check bit is calculated. The whole table is 
then sent to the receiver, which finds the syndrome for each row and each column.

The two-dimensional parity check can detect up to three errors that occur anywhere in the table 
(arrows point to the locations of the created nonzero syndromes). However, errors affecting 4 bits 
may not be detected.
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CYCLIC CODES

Cyclic codes are special linear block codes with one extra property. In a cyclic code, if a codeword 
is cyclically shifted (rotated), the result is another codeword. For example, if 1011000 is a 
codeword and we cyclically left-shift, then 0110001 is also a codeword. In this case, if we call the 
bits in the first word  a0 to a6 and the bits in the second word b0 to b6, we can shift the bits by 
using the following:

Cyclic Redundancy Check

We can create cyclic codes to correct errors.
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In the encoder, the dataword has k bits (4 here); the codeword has n bits (7 here). The size of the 
dataword is augmented by adding n - k (3 here) 0s to the right-hand side of the word. The n-bit 
result is fed into the generator. 

The generator uses a divisor of size n - k + 1 (4 here), predefined and agreed upon. The generator 
divides the augmented dataword by the divisor (modulo-2 division). The quotient of the division 
is discarded; the remainder (r2r1 r0) is appended to the dataword to create the codeword. 

The decoder receives the possibly corrupted codeword. A copy of all n bits is fed to the checker 
which is a replica of the generator. The remainder produced by the checker is a syndrome of n - k 
(3 here) bits, which is fed to the decision logic analyzer. The analyzer has a simple function. If the 
syndrome bits are all 0s, the 4 leftmost bits of the codeword are accepted as the dataword 
(interpreted as no error); otherwise, the 4 bits are discarded (error).

Encoder: 

The encoder takes the dataword and augments it with n - k number of 0s. It then divides the 
augmented dataword by the divisor.
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When there are no bits left to pull down, we have a result. The 3-bit remainder forms the check 
bits (r2 r1  r0). They are appended to the dataword to create the codeword.

Decoder

The codeword can change during transmission. The decoder does the same division process as the 
encoder. The remainder of the division is the syndrome. If the syndrome is all 0s, there is no error; 
the dataword is separated from the received codeword and accepted. Otherwise, everything is 
discarded.
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Polynomials:

A pattern of 0s and 1s can be represented as a polynomial with coefficients of 0 and 1. The power of 
each term shows the position of the bit; the coefficient shows the value of the bit.
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RANDOM ACCESS
In random access or contention methods, no station is superior to another station and none 
is assigned the control over another. Two features give this method its name. 

First, there is no scheduled time for a station to transmit. Transmission is random among 
the stations. That is why these methods are called random access.

Second, no rules specify which station should send next. Stations compete with one another 
to access the medium. That is why these methods are also called contention methods.

ALOHA
ALOHA, the earliest random access method, was developed at the University of Hawaii in 
early 1970. It was designed for a radio (wireless) LAN, but it can be used on any shared 
medium.

Pure ALOHA
The original ALOHA protocol is called pure ALOHA. This is a simple, but elegant protocol. 
The idea is that each station sends a frame whenever it has a frame to send. However, since 
there is only one channel to share, there is the possibility of collision between frames from 
different stations.

We need to resend the frames that have been destroyed during transmission. The pure ALOHA 
protocol relies on acknowledgments from the receiver. When a station sends a frame, it expects 
the receiver to send an acknowledgment. If the acknowledgment does not arrive after a time-out 
period, the station assumes that the frame (or the acknowledgment) has been destroyed and 
resends the frame.
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A collision involves two or more stations. If all these stations try to resend their frames after the 
time-out, the frames will collide again. Pure ALOHA dictates that when the time-out period passes, 
each station waits a random amount of time before resending its frame. The randomness will help 
avoid more collisions. We call this time the back-off time TB.

Binary Exponential Back-off:
In this method, for each retransmission, a multiplier in the range 0 to 2K - 1 is randomly 
chosen and multiplied by Tp (maximum propagation time) or Tfr (the average time required 
to send out a frame) to find TB. Note that in this procedure, the range of the random 
numbers increases after each collision. The value of Kmax is usually chosen as 15.

Vulnerable time:  The length of time  in which there is a possibility of collision is called the 
vulnerable time.
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Throughput Let us call G the average number of frames generated by the system during one frame 
transmission time. Then it can be proved that the average number of successful transmissions for 
pure ALOHA is S = G x e-2G. The maximum throughput Smax is 0.184, for G = 1/2. In other words, if 
one-half a frame is generated during one frame transmission time (in other words, one frame 
during two frame transmission times), then 18.4 percent of these frames reach their destination 
successfully.

Question: A pure ALOHA network transmits 200-bit frames on a shared channel of 200 
kbps. What is the
throughput if the system (all stations together) produces
a. 1000 frames per second
b. 500 frames per second
c. 250 frames per second
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Slotted ALOHA
Pure ALOHA has a vulnerable time of 2 x Tfr . This is so because there is no rule that defines when 
the station can send. A station may send soon after another station has started or soon before 
another station has finished. Slotted ALOHA was invented to improve the efficiency of pure 
ALOHA.
In slotted ALOHA we divide the time into slots of Tfr s and force the station to send only at the 
beginning of the time slot.

SlottedALOHA vulnerable time = Tfr
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Throughput:  It can be proved that the average number of successful transmissions for slotted 
ALOHA is S = G x e-G. The maximum throughput Smax is 0.368, when G = 1. In other words, if a frame 
is generated during one frame transmission time, then 36.8 percent of these frames reach their 
destination successfully.

Question: A slotted ALOHA network transmits 200-bit frames using a shared channel with 
a 200-kbps bandwidth. Find the throughput if the system (all stations together) produces

a. 1000 frames per second
b. 500 frames per second
c. 250 frames per second
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Carrier Sense Multiple Access (CSMA)
To minimize the chance of collision and, therefore, increase the performance, the CSMA 
method was developed. The chance of collision can be reduced if a station senses the 
medium before trying to use it. Carrier sense multiple access (CSMA) requires that each 
station first listen to the medium (or check the state of the medium) before sending. In 
other words, CSMA is based on the principle "sense before transmit" or "listen before talk."
CSMA can reduce the possibility of collision, but it cannot eliminate it.

Persistence Methods:
What should a station do if the channel is busy? What should a station do if the channel is 
idle? Three methods have been devised to answer these questions: the 1-persistent 
method, the non-persistent method, and the p-persistent method.

1-Persistent : In this method, after the station finds the line idle, it sends its frame immediately 
(with probability 1). This method has the highest chance of collision because two or more stations 
may find the line idle and send their frames immediately.

Non-persistent:  In the nonpersistent method, a station that has a frame to send senses the line. If 
the line is idle, it sends immediately. If the line is not idle, it waits a random amount of time and 
then senses the line again. The nonpersistent approach reduces the chance of collision because it 
is unlikely that two or more stations will wait the same amount of time and retry to send 
simultaneously. However, this method reduces the efficiency of the network because the medium 
remains idle when there may be stations with frames to send.
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p-Persistent: The p-persistent method is used if the channel has time slots with a slot duration 
equal to or greater than the maximum propagation time. The p-persistent approach combines the 
advantages of the other two strategies. It reduces the chance of collision and improves efficiency. 
In this method, after the station finds the line idle it follows these steps:
1. With probability p, the station sends its frame.
2. With probability q = 1 - p, the station waits for the beginning of the next time slot and checks the 
line again.
a. If the line is idle, it goes to step 1.
b. If the line is busy, it acts as though a collision has occurred and uses the back off procedure.
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Carrier Sense Multiple Access with Collision Detection (CSMA/CD):
In this method, a station monitors the medium after it sends a frame to see if the 
transmission was successful. If so, the station is finished. If, however, there is a collision, 
the frame is sent again.

Minimum Frame Size
For CSMA/CD to work, we need a restriction on the frame size. Before sending the last bit of the 
frame, the sending station must detect a collision, if any, and abort the transmission. This is so 
because the station, once the entire frame is sent, does not keep a copy of the frame and does not 
monitor the line for collision detection. Therefore, the frame transmission time Tfr must be at least 
two times the maximum propagation time Tp.

Question: A network using CSMA/CD has a bandwidth of 10 Mbps. If the maximum 
propagation time is 25.611S, what is the minimum size of the frame?
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Solution
The frame transmission time is Tfr = 2 x Tp =51.2 μs. This means, in the worst case, a station
needs to transmit for a period of 51.2 μs to detect the collision. The minimum size of the 
frame is 10 Mbps x 51.2 μs =512 bits or 64 bytes. 

CSMA/CD Flowchart:

CSMA/CD Versus ALOHA protocol:

The first difference is the addition of the persistence process. We need to sense the channel 
before we start sending the frame by using one of the persistence processes.

The second difference is the frame transmission. In ALOHA, we first transmit the entire 
frame and then wait for an acknowledgment. In CSMA/CD, transmission and collision 
detection is a continuous process. We do not send the entire frame and then look for a 
collision. The station transmits and receives continuously and simultaneously (using two 
different ports).
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The third difference is the sending of a short jamming signal that enforces the collision in 
case other stations have not yet sensed the collision.

Energy Level: The level of energy in a channel can have three values: zero, normal, and 
abnormal. 

At the zero level, the channel is idle. 
At the normal level, a station has successfully captured the channel and is sending its 
frame. 
At the abnormal level, there is a collision and the level of the energy is twice the normal 
level. 

A station that has a frame to send or is sending a frame needs to monitor the energy level 
to determine if the channel is idle, busy, or in collision mode.

Carrier Sense Multiple Access with Collision Avoidance (CSMA/CA)
In a wired network, the received signal has almost the same energy as the sent 

signal because either the length of the cable is short or there are repeaters that amplify the 
energy between the sender and the receiver. This means that in a collision, the detected
energy almost doubles.

However, in a wireless network, much of the sent energy is lost in transmission. The 
received signal has very little energy. Therefore, a collision may add only 5 to 10 percent 
additional energy. This is not useful for effective collision detection.

Carrier sense multiple access with collision avoidance (CSMA/CA) was invented for 
wireless network. Collisions are avoided through the use of CSMA/CA's three strategies: 
the interframe space, the contention window, and acknowledgments.

Interframe Space (IFS): When an idle channel is found, the station does not send 
immediately. It waits for a period of time called the interframe space or IFS. Even though 
the channel may appear idle when it is sensed, a distant station may have already started 
transmitting. The distant station's signal has not yet reached this station. The IFS time 
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allows the front of the transmitted signal by the distant station to reach this station. If after 
the IFS time the channel is still idle, the station can send, but it still needs to wait a time 
equal to the contention time The IFS variable can also be used to prioritize stations or 
frame types. For example, a station that is assigned a shorter IFS has a higher priority.

Contention Window

The contention window is an amount of time divided into slots. A station that is ready to 
send chooses a random number of slots as its wait time. The number of slots in the window 
changes according to the binary exponential back-off strategy. This means that it is set to 
one slot the first time and then doubles each time the station cannot detect an idle channel 
after the IFS time.
One interesting point about the contention window is that the station needs to sense the 
channel after each time slot. However, if the station finds the channel busy, it does not 
restart the process; it just stops the timer and restarts it when the channel is sensed as idle. 
This gives priority to the station with the longest waiting time.

Acknowledgment
With all these precautions, there still may be a collision resulting in destroyed data. In 
addition, the data may be corrupted during the transmission. The positive acknowledgment
and the time-out timer can help guarantee that the receiver has received the frame.
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CSMA/CA Flowchart:

Network Allocation Vector (NAV): When a station sends an RTS frame, it includes 
the duration of time that it needs to occupy the channel. The stations that are affected by 
this transmission create a timer called a network allocation vector (NAV) that shows 
how much time must pass before these stations are allowed to check the channel for 
idleness. Each time a station accesses the system and sends an RTS frame, other stations 
start their NAV. In other words, each station, before sensing the physical medium to see if it 
is idle, first checks its NAV to see if it has expired.
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Collision During Handshaking

What happens if there is a collision during the time when RTS or CTS control frames are in 
transition, often called the handshaking period? Two or more stations may try to send RTS 
frames at the same time. These control frames may collide. However, because there is no 
mechanism for collision detection, the sender assumes there has been a collision if it has 
not received a CTS frame from the receiver. The backoff strategy is employed, and the 
sender tries again.

Hidden-Station Problem or Hidden terminal problem:

The solution to the hidden station problem is the use of the handshake frames (RTS and 
CTS). Figure 12.17 also shows that the RTS message from B reaches A, but not C.

However, because both B and C are within the range of A, the CTS message, which contains 
the duration of data transmission from B to A, reaches C. Station C knows that some hidden 
station is using the channel and refrains from transmitting until that duration is over.


